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1.  Introduction

The goal of this document is to give a description of the CrossGrid Helpdesk. This system is the main generic tool of the User Support Team, for the user support . It was introduced in deliverable D4.3-v1.0 (1), and it is installed at IFIC, CSIC, Valencia (see http://cg1.ific.uv.es/hlpdesk). 

User HelpDesk infrastructure should allow all users of the production testbed to get support for encountered problems or questions and access to the CrossGrid user documentation. A user could be a scientist using the CrossGrid or a local system administrator of a CrossGrid testbed site.

All kind of questions related to the CrossGrid Testbed (i.e. certificate, installation questions, network security, resource broker, etc.) can be posed by the users, and an adequate answer is returned. 

The Help Desk Database administrator will take care of the utility and will control the efficiency of the method trying to improve it as much as possible.
HelpDesk systems are mainly used in organizations with big number of users compared to the number of supporters. While there are several solutions available many of them are commercial and there are just a few free tools. We have evaluated some free tools and they are quite similar in approaches and features. The main differences were in appearance and development status. Our choice has been OneOrZero (2) (which is distributed under GPL license). It is a web based helpdesk system incorporating PHP, JavaScript and MySQL. This product is designed to be fully customizable. We are based on version v1.4 RC2 Red Lava. We have customized this product and made modifications in order to fit our user’s needs, but due to deep mortification the system has diverged from the original   OneOrZero version.

2. The question-answer mechanism

When a user needs to report a problem or make a question, he will create a ticket. The ticket will have a unique number reference. The ticket should be classified within a supporter group and topic. This classification is not definitive but should help in a faster assignment to a concrete supporter who will take care of the problem. 

Supporters can reclassify a ticket in a different supporter group or topic if they consider that the original classification has not been done properly. Even if a ticket can be answered by several supporters (belonging to the same supporter group), it is assigned to the supporter that has the smaller number of open tickets assigned. Nevertheless, a ticket can be reassigned at any time. 

When a ticket has been answered, the supporter should tag the ticket as closed because this will trigger the mechanism by which the user who reported that problem will be notified. It is up to the supporters criteria to include a ticket into the knowledge base in order to make it available for all the users or not. 

2.1. The knowledge base

The Knowledge Base is a database that contains problems reported by users with the corresponding solutions. It is not a FAQ in the sense that a question doesn't need to be frequently asked. A question should go into the knowledge base if a supporter considers that it could be of general interest. This allows users to reduce the necessity of creating tickets by consulting the Knowledge Base.
2.2. The interaction levels of helpdesk

Three hierarchical levels of services will be provided: the User Level, the Supporter Level and the Administrator Level. Let 's see each one of them:

1. User level: 

It is the most basic level. The user can consult the Knowledge Database. If that does not solve his          problem, the user will create a ticket stating the problem. The service will acknowledge receipt of the ticket and the problem will be solved by the experts in the corresponding domain.

2. Supporter level:

It is composed by identified experts in several domains. Supporters are divided into groups; at the same time the corresponding supporter groups are also subdivided in different topics. It is the supporters responsibility to consult the tickets assigned either to themselves or to the group they belong to and trying to solve those problems. In addition, the supporters are allowed to add knowledge to the Knowledge Database.
3. Administrator level:

The administrator is responsible to manage the resources, administrate the database, add or remove users or experts and keep the helpdesk system in good shape. 
3.  Helpdesk user and supporter guide

3.1.  General details

In order to gain access into the CrossGrid helpdesk system it is mandatory to login. If the user/supporter has not an account it is possible to apply for one (see Figure 1) by following the link “register for an account” in the login page, where the potential user/supporter will have to fill in a simple form. Supporters are separated into groups as it is shown in Table 1, so that if one intends to be a supporter will just have to select one or more supporter groups in order to be a member of them. It is worth to mention that each supporter group is also classified into different topics, but at the ticket-answer mechanism level this is not very relevant. Topic classification will help in order to increase the Knowledge Base granularity.
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Figure 1: Login for the CrossGrid helpdesk

A ticket should be assigned to a supporter that will be responsible of answering that ticket. In order to help in the assignment of a ticket to a concrete supporter, the user can choose the supporter group and topic for that ticket. By default the new ticket is assigned to the expert with the smaller number of tickets assigned to him. Supporters can reclassify tickets to other groups, topics and supporters. In such a way that a supporter could, for example, check the tickets assigned to the groups he belongs to. Then, he can decide that a given ticket would be better either in other group or topic or that the matter of that ticket would be better answered by a given supporter. 

It is important to assign the ticket to a supporter if it is being answered (or investigated) in order to avoid other supporters in the same group wasting his time or answer duplications. However, to assign a ticket to a supporter doesn't mean that it cannot be accessed by other supporters or even answered. 

	Supporter groups
	Topic groups

	Express support and not classified questions
	Helpdesk, Unclassified

	Accesing to the Testbed
	CrossGrid V.O., Digital Certificates, Migrating desktop, Portal, Scheduling issues, User interfaces.

	Using Testbed resources
	Data location, How to run, Monitoring, Providing your feedback, Software to be used

	Deploying new software
	Development environment, Software availability, Testing new software, Tools and middleware for development

	Testbed installation and upgrades
	Installation, Upgrades

	Security issues
	Security

	Network issues
	Network


Table 1: Supporter groups and topics for each group.
3.2.  User´s guide

After having logged into the Helpdesk system, the first page that a user will see looks like the one shown in Figure 2. In this figure it can be seen the aspect of a user page in which the main user options are located on the left side frame, and can be summarized as follows:

1. Ticket Options.
2. FAQ Options.
3. Edit Profile.

Ticket Options are split into three items: Create Ticket, My Open Tickets and My Closed Tickets. Next, we will be discussed in detail each one of these user options:

· Create Ticket: a user would create a ticket if he could not solve his problem looking at the information stored in the knowledge database. The resulting ticket will then be assigned automatically to a supporter. This supporter will be notified by an e-mail message. In Figure 3 the page designed for ticket creation is shown. It consists in three sections: User Info, Supporter Info and Tickets Info. The user data are listed in the User Info section, while in the two last ones sections there are several fields to be filled in. Notice that, apart from the fields dedicated to the problem description, the rest will be filled in by information which can help to get the question addressed, in a short time, to the right expert. In the Supporter Info zone, the users have the ability to manipulate the following fields to be able to carry out what it is mentioned previously:
· Supporter Group: in this field the user has the possibility to decide, among the supporter groups listed above, which one is more suitable for the question/problem he is trying to solve. The user decision in choosing a supporter group for his ticket could be modified by the supporter if, afterwards, this one considers that the selected supporter group is not the more appropriate.

· Topic group: each supporter group has a set of topics, in that way it is also possible to choose a topic in order to refine the ticket classification.

Priority: assign a priority to a ticket. Notice that, priority does not guarantee anything to the user; it is only an indication to the supporter on how urgent is that problem for the user. Therefore, a user can classify his ticket depending on its urgency into four priority levels: Critical, High, Medium and Low.
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Figure 2: User’s main page.

The area, in which the user describes the problem, is located on the bottom side frame of the Create Ticket page. This area is named Ticket Info and is divided into two fields:

· Short Description: this is the place where the user can write a short description of the problem, i.e., a hint on the subject of the ticket.

· Description: here the user should give a widely description of the problem, providing to the supporter an easy understanding to the question. The correct description of the problem could help to get the problem fixed quickly.  

Once the ticket has been formulated and sent, the user can follow the progress of the ticket status. For instance, to see whether the question has been answered or it is still waiting for response. The user can do this by means of the following options: 

· My Open Tickets: it is possible to keep track of the status of the open tickets owned by the user. Using this option, the user will see a table where all of his open tickets are listed along with additional information related to: the supporters who had received those tickets, the creation date, their status, etc. By clicking on one of the fields located in the column named Short description, the user will find more details about that particular ticket such as the answer of his question. Still in the same page, the user can not only see both the information related to his problem and the previous updates done to it, but he is allowed to add a new comment to the ticket if something has changed in it.

· My Closed Tickets: In a similar way it is possible to consult the closed tickets. Even if the user is not able to reopen a closed ticket, it is still possible to perform an update to a closed one.
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Figure 3: Ticket creation.
The Knowledge Base contains already solved tickets or whatever information that supporters consider of general interest. It is recommended before creating any ticket to consult the knowledge base in order to see if the problem that the user wants to address has been solved previously. In the Knowledge Base page the user has the ability either to search for keywords in all the database (without selecting any supporter group) or restricting his search to a selected group by choosing a supporter group among the list of all supporter groups. Another possibility is to browse the entries in each supporter group or a given topic in a supporter group by following the links in the Knowledge Base page.

The last user option is Edit Profile, there a user will see two tables: the first one summarizes the    required user data such as user name, first name, last name, email address and Password. While in the second table, one can see the optional user data, for example language, theme, phone etc. Then the Edit Profile page provides to the user the possibility to update both required and optional data.  
3.3.  Supporter guide

A supporter is also a user; therefore he is faced with a presentation page similar to the user´s one. However on the top right side corner there is a link to the supporter page. That page (see Figure 4) is designed to perform the supporter tasks. 
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                                                                   Figure 4: Supporter page

On the left side frame of Figure 4 one can see that the supporter options are divided into four sections: Ticket Options, FAQ Options and Supporter Options.  For tickets management a supporter has several options available in the Ticket Options section, which can be described as follows:

· My Open Tickets: allows consulting the tickets assigned to that particular supporter. When a supporter clicks on this option, he will see a table that looks like the one shown in  Table 2. This table summarizes some relevant information concerning the tickets such as Priority, Short Description, Status, etc. Using the information available there, a supporter has the list of tickets assigned to him and is able to chose among them. In order to answer the selected ticket the supporter should click on the “Answer” link that is located on the bottom of  each row of the Short Description column (see table 2).      

· My Group's Tickets: this is quite similar to the previous one but it provides to a supporter with the possibility to access to all the tickets assigned to supporters in the same group as that particular supporter. In that way a supporter can take care of tickets in his expertise domain even if they are assigned to a different supporter. 
· My Recent Tickets: is a quick access method that allows a supporter to see his more recent accessed tickets. Those tickets will be listed, along with additional information, in a table similar to that shown in  Table 2.

· Search For Ticket: allows to make searches into the tickets database. A supporter can carry out a search (depending on the Search Type selected) by filling in whether one or more of the fields located on the right side frame of Figure 5. This Figure shows that the supporter has several possibilities to make his search such as either choosing a Supporter group, Ticket Priority, Ticket Status or SQL Statement.  
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 Table 2: Open Tickets table.
With respect to the FAQ Options, in addition to Knowledge Base option which is the same option as the one available for a user, a supporter has two more options: Add to Knowledge Base and Knowledge Base Stats. These options provide to a supporter either the possibility to dump tickets into the knowledge base or to edit them before being stored in the knowledge base and to delete them. The options mentioned previously can be described as follows:

· Knowledge Base: gives access to the knowledge database that should contain the issues/tickets that have been solved, and they could be useful for all the Cross Grid community. These tickets have been classified into different supporter groups and their topic’s groups depending on which supporter group the problem has been solved before dumping into the knowledge database. The way that either user or supporter can follow to get access to the information stored in the knowledge base is described in section 3.3.2.

· Add to Knowledge Base: allows the supporter to add an entry into the knowledge database. This option is faced by a page similar to the one shown in Figure 6. A supporter, before adding a ticket into the database he should choose a supporter group and a topic among the topic’s groups listed of that particular supporter group. And then describes the problem and its answer filling in the Question and Description fields respectively.
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Figure 5: Ticket Search page.
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Figure 6: Add to Knowledge Base page.

· Knowledge Base Stats: this option provides to a supporter the possibility to consult the statistics related to how many times the tickets stored into the knowledge database have been queried, read, edited and added. Clicking on this option a supporter will see five tables; the two first ones summarize both the latest Successful and Unsuccessful queries. While the rest of the tables list the latest Added, Edited and read tickets. 

Similar to the user page a supporter has a link for Edit Profile option in his represented page, which allows him to modify his profile data stored in the database. The Edit Profile option is an item of the Supporter Option (see Figure 4), along with View Groups option. This latter provides to a supporter the possibility to see the list of the members of one or more supporter groups, to which he belongs to. 

3.3.1  Answering a ticket

Even if answering a ticket is quite easy some concepts should be clarified. The answer has to be written in the Answer field (see Figure 7). Once you have written some text, it will only be saved to the database when you push on the Update Ticket button. This will not close the ticket automatically because it could be possible to continue with the answer latter on. The supporter can access to the Update Log by clicking in a small icon button which can be seen on the right-hand side frame of  Figure 7 and it will appear in a separate window.

It is possible to send an email to the user by entering some text into the Email User field.  The content of this email will be stored in the Update Log as well. There is also the possibility to update the log directly writing in the Update field (see Figure 7); however those updates into the log will not be seen by the users but only by supporters. It is a way to communicate with other supporters in your group concerning a given ticket without having to send an email to all of them.
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Figure 7: Update Log button

Last but not least, the user who created the ticket will be only notified concerning the solution to his problem when the ticket is closed. Therefore, a ticket has to be explicitly closed by a supporter. 
Then, it is extremely important that supporters tag a ticket like closed when they consider that the question has been definitively answered.

Notice that, due to the usage of dynamic menus in order to select either the group or topic this menus manipulation could lead to nuisances. If you write some text in the Answer field, for instance, and then you modify some value in one of those menus, the text that you have written will be lost. There are two ways to circumvent that problem. The obvious way is to select the proper values from menus and then write the text. Another way, in case that supporter has already written some text, is click on Update Ticket button. This will save the answer to the database and, in this way, when the page is refreshed the text will be recovered (notice that the text in the Answer field is modifiable). 

3.3.2  Populating the Knowledge Base

There are two ways of populating the Knowledge Base, first one is by means of Add to Knowledge Base as explained above. The second one is when answering a ticket, by pushing to the Dump to Knowledge Base button. In both cases we will go to the Knowledge Base editor. The difference is that in the first case we will see an empty editor and in the second case a copy of the ticket will be loaded into the editor where the description and the answer will be merged.

The Knowledge Base editor is quite simple. It allows to modify the classification (group and topic) add some keywords and the text itself. Notice, however, that the information is not stored into the database until you push the Add to Knowledge Base button within the editor. Once you have done so, the supporter can continue with the edition.

Supporters should pay attention because here they will face the same problem related with dynamic menus but here it could be even more annoying. If for example a supporter is dumping a ticket to the Knowledge Base and modifies some of the menus, text will be lost. Then it is advisable to save into the database before any menu modification. Notwithstanding, every entry in the Knowledge Base can be either edited or deleted at any time. 

4.  Conclusions

Even if it is always possible to improve the Helpdesk and make it more user friendly, the system is ready to be used and the basic functionality has been achieved. When the first version was released we started a period for testing the helpdesk but we did not get too much feedback. After that, the system went into production. Nowadays there are about 50 registered users from which 37% are supporters. As of mid of January 2004 only 34 tickets have been created and most of them are just tests, bug reports or suggestions. We would like to mention to Ariel García from FZK for his valuable comments and warnings about wrong functioning of the system.
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